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ABSTRACT

DID (Decentralized IDentifiers) is a decentralized identity management system that can directly manage
personal information. The digital signature in the blockchain-based DID system is used to sign the VC
(Verifiable Credential). However, the current DID standard supports only a single signature method, so it is
difficult to manage keys, a single point of failure may occur, and multi-party signing of VCs is impossible. In
this paper, we propose a blockchain-based DID system that can secure multi-party signatures. It is designed to
enable the use of critical signature techniques according to the W3C DID and VC standards, manage DID
documents using blockchain, and enable multi-party signatures through the ECDSA critical signature technique.
It was implemented using Universal Resolver and MPECDSA library, and the main performance was presented.

Through the analysis of the results, it was confirmed that the proposed technique is feasible.
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{
"@context": [
"https://www.w3.0rg/2018/credentials/v1",
"https://www.w3.0rg/2018/credentials/examples/v1"

"id": "http://example/credentials/1873",
"type": ["VerifiableCredential", “SocialSecurityCredential"],
"issuer": "https://example.edu/issuers/565039",
"issuanceDate": "2022-03-30T19:23:247",
"expirationDate": "2023-03-30T19:23:24Z",
"credentialSubject": {
"id": {
"did:example:ABC",
"did:example:DEF",
"did:example:GHI",
}s
"name": {
“SSN": “111-11-1111",

v
s

}

b

"proof™: {
“type": " EcdsaSecp256k1VerificationKey2019",
"created": "2022-04-30T19:23:24Z ",
"proofPurpose": "assertionMethod",
"verificationMethod": "https://example/issuers/12#key-1",

ws'":"Qktb3rk-BuQy72IFLOqVO0G_zS245 kronKb78c"
;
}

a8 9. AH Alzgle]
Fig. 9. Implementation of proposed system
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